
2025 eSmart Scope and Sequence
Classroom Resources 7-12

• You may wish to follow the suggested sequence or pick activities most appropriate for your needs. 

Events to consider when planning may include:

o Safer Internet Day (Tuesday 11 February 2025)

o National eSmart Week (31 March – 4 April)

o Do It For Dolly Day (Friday 9 May 2025)

o National week of action – Bullying No Way (11-15 August 2025)
• The document aligns to V9 Australian Curriculum F-10 and eSmart Focus Area 2.3 Delivering digital 

citizenship education

• Lessons for Year 11 and 12 are also provided which can be taught in wellbeing/pastoral classes. 

• We have chosen appropriate activities for designated year levels. However, we encourage you to 

review the resources prior to implementing them to ensure they are accessible and suitable for your 

specific cohort.

• We recommend that any class activity which may involve the discussion of sensitive topics be 

preceded by a group agreement.

• Many of these activities can be used to achieve Focus Area 2.1 Linking school, home and 

community. Some examples of this include:

o Students present their work to parents at an assembly

o Students create displays or articles for the school newsletter and/or local newspaper

o Students create activities and then teach primary students

o Students create a resource and share it with community members at an aged care facility

o Students create a resource/game/presentation to then teach a younger year level

• While activities range in length and may have multiple elements, they have been separated 

into the following three categories:

1. Hands on involves concrete materials and group or individual activities.

2. Tech time requires students to use devices to engage with games or online 

exploration of ideas.

3. Watch and learn Involves the use of short videos, viewed individually or as a 

whole class, supported with follow-up activities.

While this document will be continually reviewed to ensure it remains relevant, we appreciate your support in informing us of any broken links by emailing 
eSmart@amf.org.au

This document has been created to support schools who are working towards Focus Area 2.3 in their eSmart journey. It is not a mandatory requirement for completing your ePlan, 

but provides examples of classroom-based activities and lesson plans which will engage your students in their development of positive digital practices.

The eSmart Scope and Sequence is structured around the "4Cs Framework," which 

categorises online safety risks as Content, Contact, Conduct, and Compulsion. The 

4C’s are colour coded as shown below and appear for each lesson.

Content (What we see online)

Contact (Who we interact with online)

Conduct (How we behave online)

Compulsion (The need to be online)

https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fv9.australiancurriculum.edu.au%2F&data=05%7C02%7Clouisa.kwan%40amf.org.au%7C8ee2748d5cb245e13b2d08dd34fc0b77%7C2abcca7aa36440b5a36385d30f46f291%7C0%7C0%7C638724979339636539%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=G8D%2BMmrUJKCoyXhJXKFzdkaaDBVZJLH0020Orcp8PPY%3D&reserved=0
mailto:eSmart@amf.org.au


Classroom Resources 7-12 (Year 7 and 8)
2025 eSmart Scope and Sequence

Year 7 and 8

Health and Physical Education: AC9HP8P01, AC9HP8P04, AC9HP8P06, AC9HP8P07, AC9HP8P08, AC9HP8P09, AC9HP8P10

English: AC9E7LA02, AC9E7LA07, AC9E7LY01, AC9E7LY02, AC9E7LY05, AC9E7LY06, AC9E8LA01, AC9E8LA07, AC9E8LY01, AC9E8LY02, AC9E8LY04, AC9E8LY05, AC9E8LY06

Civics and Citizenship: AC9HC8K01

Digital Technologies: AC9TDI8P13, AC9TDI8P14 

General Capabilities: Critical and Creative Thinking, Ethical Understanding, Personal and Social Capability, Intercultural Understanding

Digital Literacy: Practising Digital Safety and Wellbeing (all 3 sub-elements), Creating and Exchanging (Create, Communicate and Collaborate and Respect Intellectual Property), Managing and Operating (Protect Content) 

Literacy: Speaking and Listening (Interactive), Reading and Viewing (Understanding Texts), Writing (Creating Texts)

Australian Curriculum V 9.0 links include but are not limited to:

Some resources and activities may prompt a child to remember and potentially share an experience of harm. Make sure you are familiar with your school’s safeguarding policies and 
procedures so you can confidently report safety and well-being concerns. Prepare students for the session by discussing: their right to be safe and respected; what to do if discussing online 
safety makes them feel uncomfortable or unsafe; and how to seek help if they feel or have felt unsafe.

Term 1 Term 2 Term 3 Term 4

Hands on

Co-create a responsible use of technology 
document. Ensure that this is agreed upon 
before students have access to their 
devices. Online Safety Classroom 
Agreement | eSafety Commissioner 

Tech time

Begin DL+ Module 4: Riding the content 
highway to explore responses to 
discriminatory or harmful content. To 
register for Digital Licence+ click HERE. 

Tech time

Begin DL+ Module 8: Knowing the real you to 
understand the connection between online 
interactions and their emotions and behaviours. 
To register for Digital Licence+ click HERE. 

Hands on

Complete the lesson When I Post Something 
Online How Permanent Is It? | Digital 
Technologies Hub. Students explore factor 
trees, doubling and line graphs through the 
lens of sharing information, and they 
collaboratively develop a set of protocols 
around sharing information online. 

Tech time

Start the age-appropriate Media Literacy 
Lab to develop critical thinking about 
media consumption. To register for Media 
Literacy Lab click HERE.

Hands on

Use the What’s Your Brand Lessons | eSafety 
Commissioner to explore digital reputation.

Hands on

Use the Respect Matters | eSafety 
Commissioner teaching guide to teach about 
upstanding and bystanding, and respectful 
online behaviour.

Tech time

Continue the Media Literacy Lab modules. 
To register for Media Literacy Lab click 
HERE.

Content Contact Conduct Compulsion

https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY78&content-description-code=AC9HP8P01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY78&content-description-code=AC9HP8P04&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY78&content-description-code=AC9HP8P06&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY78&content-description-code=AC9HP8P07&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY78&content-description-code=AC9HP8P08&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY78&content-description-code=AC9HP8P09&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY78&content-description-code=AC9HP8P10&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY7&content-description-code=AC9E7LA02&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY7&content-description-code=AC9E7LA07&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY7&content-description-code=AC9E7LY01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY7&content-description-code=AC9E7LY02&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY7&content-description-code=AC9E7LY05&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY7&content-description-code=AC9E7LY06&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY8&content-description-code=AC9E8LA01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY8&content-description-code=AC9E8LA07&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY8&content-description-code=AC9E8LY01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY8&content-description-code=AC9E8LY02&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY8&content-description-code=AC9E8LY04&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY8&content-description-code=AC9E8LY05&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY8&content-description-code=AC9E8LY06&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY7%2CENGENGY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/civics-and-citizenship-7-10/year-9_year-8_year-10_year-7/content-description?subject-identifier=HASCIVY8&content-description-code=AC9HC8K01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=HASCIVY7%2CHASCIVY8&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/digital-technologies/year-7_year-8_year-9_year-10/content-description?subject-identifier=TECTDIY78&content-description-code=AC9TDI8P13&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/digital-technologies/year-7_year-8_year-9_year-10/content-description?subject-identifier=TECTDIY78&content-description-code=AC9TDI8P14&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/critical-and-creative-thinking?element=0&sub-element=CCTINQA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/ethical-understanding?element=1&sub-element=EURESA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/personal-and-social-capability?element=0&sub-element=PSCSEAA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/intercultural-understanding?element=0&sub-element=IURCDA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/digital-literacy?element=0&sub-element=DLDSWA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/digital-literacy?element=2&sub-element=DLCA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/digital-literacy?element=3&sub-element=DLMOA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/literacy?element=0&sub-element=LSLiS
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/literacy?element=1&sub-element=LRUnT
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/literacy?element=2&sub-element=LWCrT
https://www.esafety.gov.au/educators/classroom-resources/online-safety-classroom-agreement
https://www.esafety.gov.au/educators/classroom-resources/online-safety-classroom-agreement
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/esmart-digital-licence
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/esmart-digital-licence
https://www.digitaltechnologieshub.edu.au/teach-and-assess/classroom-resources/lesson-ideas/when-i-post-something-online-how-permanent-is-it/
https://www.digitaltechnologieshub.edu.au/teach-and-assess/classroom-resources/lesson-ideas/when-i-post-something-online-how-permanent-is-it/
https://www.digitaltechnologieshub.edu.au/teach-and-assess/classroom-resources/lesson-ideas/when-i-post-something-online-how-permanent-is-it/
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/media-literacy-lab
https://www.esafety.gov.au/educators/classroom-resources/whats-your-brand
https://www.esafety.gov.au/educators/classroom-resources/whats-your-brand
https://www.esafety.gov.au/educators/classroom-resources/respect-matters
https://www.esafety.gov.au/educators/classroom-resources/respect-matters
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/media-literacy-lab


Classroom Resources 7-12 (Year 7 and 8)
2025 eSmart Scope and Sequence

Year 7 and 8 (Cont.)

Some resources and activities may prompt a child to remember and potentially share an experience of harm. Make sure you are familiar with your school’s safeguarding policies and 
procedures so you can confidently report safety and well-being concerns. Prepare students for the session by discussing: their right to be safe and respected; what to do if discussing online 
safety makes them feel uncomfortable or unsafe; and how to seek help if they feel or have felt unsafe.

Term 1 Term 2 Term 3 Term 4

Watch and learn

Complete the Respect lesson from Young 
and eSafe | eSafety Commissioner to 
develop students' understanding of the 
value of cultural difference and respectful 
online communication, and increase their 
capacity to respond to online situations in a 
positive way. 

Tech time

Begin DL+ module 2: Powered by will to learn 
about balanced use of technology and 
overcoming persuasive design. To register for 
Digital Licence+ click HERE. 

Watch and learn

The Internet and the Law | eSafety 
Commissioner 

This presentation is designed to highlight 
online behaviours and actions that can have 
possible legal consequences. 

Hands on

Complete the eSmart’s Co-design Learning 
Experience Resource - Primary Years 7-10. 
Students design an online safety resource 
with their class that addresses challenges 
relating to online use by young people.  

(This resource can be accessed on the 
eSmart School’s Portal under Focus Area 
2.3) 

Tech time

Begin DL+ module 6: Shielding the greater 
network to learn about safety and vigilance 
when using devices. 

To register for Digital Licence+ click HERE.

Watch and learn

Complete selected lessons from AI Literacy 
Lessons for Years 6–12 | Common Sense 
Education.  

This collection of quick lessons (20 
minutes or less!) provide an introduction to 
AI and help address its social and ethical 
impacts. 

Hands on

Review upstanding behaviour, and showing 
kindness online, with the lesson plan 
Upstanders and Allies | Common Sense 
Education.

Watch and learn

Complete the Resilience lesson from Young 
and eSafe | eSafety Commissioner  to develop 
students' understanding of resilience through 
identifying their strengths, skills and coping 
strategies that can help them bounce back 
from stressful situations. 

Content Contact Conduct Compulsion

Watch and learn

Use the resource Play It Safe and Fair 
Online | eSafety Commissioner to learn 
strategies to manage wellbeing.

Tech time

Continue the Media Literacy Lab modules 
to develop critical thinking around media 
sharing. To register for Media Literacy Lab 
click HERE. 

Tech time

Continue the Media Literacy Lab modules 
to develop understanding about the 
impact of their media creation. To register 
for Media Literacy Lab click HERE. 

Watch and learn

Watch the clip on Sharenting | ABC BTN  
and choose a method of delivery (e.g. 
PowerPoint presentation/role play/ 
pamphlet) to educate parents about the 
impact of their online sharing. 

https://www.esafety.gov.au/educators/classroom-resources/young-and-esafe
https://www.esafety.gov.au/educators/classroom-resources/young-and-esafe
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/esmart-digital-licence
https://www.esafety.gov.au/educators/classroom-resources/the-internet-and-the-law
https://www.esafety.gov.au/educators/classroom-resources/the-internet-and-the-law
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/esmart-digital-licence
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.commonsense.org/education/digital-citizenship/lesson/upstanders-and-allies-taking-action-against-cyberbullying
https://www.commonsense.org/education/digital-citizenship/lesson/upstanders-and-allies-taking-action-against-cyberbullying
https://www.esafety.gov.au/educators/classroom-resources/young-and-esafe
https://www.esafety.gov.au/educators/classroom-resources/young-and-esafe
https://www.esafety.gov.au/educators/classroom-resources/young-and-esafe/resilience
https://www.esafety.gov.au/educators/classroom-resources/play-it-safe-and-fair-online
https://www.esafety.gov.au/educators/classroom-resources/play-it-safe-and-fair-online
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/media-literacy-lab
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/media-literacy-lab
https://www.abc.net.au/btn/high/sharenting/102156274


Classroom Resources 7-12 (Year 9 and 10)
2025 eSmart Scope and Sequence

Year 9 and 10

Health and Physical Education: AC9HP10P01, AC9HP10P04, AC9HP10P06, AC9HP10P07, AC9HP10P08, AC9HP10P09, AC9HP10P10

English: AC9E9LA01, AC9E9LA03, AC9E9LA07, AC9E9LY01, AC9E9LY03, AC9E9LY05, AC9E9LY06, AC9E10LA01, AC9E10LA04, AC9E10LA07, AC9E10LY03, AC9E10LY05, AC9E10LY06 

Civics and Citizenship: AC9HC9K05, AC9HC9K06, AC9HC10K05

Digital Technologies: AC9TDI10P13, AC9TDI10P14

General Capabilities: Critical and Creative Thinking, Ethical Understanding, Personal and Social Capability, Intercultural Understanding

Digital Literacy: Practising Digital Safety and Wellbeing (all 3 sub-elements), Creating and Exchanging (Create, Communicate and Collaborate and Respect Intellectual Property), Managing and Operating (Protect Content) 

Literacy: Speaking and Listening (Interactive), Reading and Viewing (Understanding Texts), Writing (Creating Texts)

Australian Curriculum V 9.0 links include but are not limited to:

Some resources and activities may prompt a child to remember and potentially share an experience of harm. Make sure you are familiar with your school’s safeguarding policies and 
procedures so you can confidently report safety and well-being concerns. Prepare students for the session by discussing: their right to be safe and respected; what to do if discussing online 
safety makes them feel uncomfortable or unsafe; and how to seek help if they feel or have felt unsafe.

Term 1 Term 2 Term 3 Term 4

Hands on

Develop an Acceptable Use Agreement | 
Bully Stoppers for your classes, taking into 
consideration the ethical and responsible 
use of technology which has been covered 
in previous years.

Hands on

View the poster Know Your Rights in the 
Digital World | 5 Rights Foundation. Create 
a chart showing how your class currently 
believes these rights are or are not being 
met.

Watch and learn

View the short video Alexia from Rewrite 
Your Story and complete the RYS - Alexia 
Lesson Plan to help students understand 
cyberbullying behaviours and the associated 
implications. 

Hands on

Complete My Digital Life Is Like ... | Common 
Sense Education to help students recognize 
how digital media adds to, or takes away from, 
their overall quality of life. 

Tech time

Tech time: Start the age-appropriate Media 
Literacy Lab to develop critical thinking 
about media consumption. To register for 
Media Literacy Lab click HERE.

Tech time

Continue the Media Literacy Lab modules to 
develop critical thinking around media sharing. 
To register for Media Literacy Lab click HERE. 

Tech time

Continue the Media Literacy Lab modules do 
develop understanding about the impact of 
their media creation. To register for Media 
Literacy Lab click HERE. 

Tech time

Continue the Media Literacy Lab modules. 
To register for Media Literacy Lab click 
HERE.

Content Contact Conduct Compulsion

https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY910&content-description-code=AC9HP10P01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY910&content-description-code=AC9HP10P04&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY910&content-description-code=AC9HP10P06&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY910&content-description-code=AC9HP10P07&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY910&content-description-code=AC9HP10P08&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY910&content-description-code=AC9HP10P09&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/health-and-physical-education/year-9_year-7_year-8_year-10/content-description?subject-identifier=HPEHPEY910&content-description-code=AC9HP10P10&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY9&content-description-code=AC9E9LA01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY9&content-description-code=AC9E9LA03&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY9&content-description-code=AC9E9LA07&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY9&content-description-code=AC9E9LY01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY9&content-description-code=AC9E9LY03&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY9&content-description-code=AC9E9LY05&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY9&content-description-code=AC9E9LY06&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY10&content-description-code=AC9E10LA01&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY10&content-description-code=AC9E10LA04&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY10&content-description-code=AC9E10LA07&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY10&content-description-code=AC9E10LY03&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY10&content-description-code=AC9E10LY05&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/english/year-9_year-7_year-8_year-10/content-description?subject-identifier=ENGENGY10&content-description-code=AC9E10LY06&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=ENGENGY9%2CENGENGY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/civics-and-citizenship-7-10/year-9_year-8_year-10_year-7/content-description?subject-identifier=HASCIVY9&content-description-code=AC9HC9K05&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=HASCIVY9%2CHASCIVY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/civics-and-citizenship-7-10/year-9_year-8_year-10_year-7/content-description?subject-identifier=HASCIVY9&content-description-code=AC9HC9K06&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=HASCIVY9%2CHASCIVY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/civics-and-citizenship-7-10/year-9_year-8_year-10_year-7/content-description?subject-identifier=HASCIVY10&content-description-code=AC9HC10K05&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&subjects-start-index=HASCIVY9%2CHASCIVY10&view=advanced
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/digital-technologies/year-7_year-8_year-9_year-10/content-description?subject-identifier=TECTDIY910&content-description-code=AC9TDI10P13&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/learning-areas/digital-technologies/year-7_year-8_year-9_year-10/content-description?subject-identifier=TECTDIY910&content-description-code=AC9TDI10P14&detailed-content-descriptions=0&hide-ccp=0&hide-gc=0&side-by-side=1&strands-start-index=0&view=quick
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/critical-and-creative-thinking?element=0&sub-element=CCTINQA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/ethical-understanding?element=1&sub-element=EURESA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/personal-and-social-capability?element=0&sub-element=PSCSEAA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/intercultural-understanding?element=0&sub-element=IURCDA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/digital-literacy?element=0&sub-element=DLDSWA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/digital-literacy?element=2&sub-element=DLCA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/digital-literacy?element=3&sub-element=DLMOA
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/literacy?element=0&sub-element=LSLiS
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/literacy?element=1&sub-element=LRUnT
https://v9.australiancurriculum.edu.au/f-10-curriculum/general-capabilities/literacy?element=2&sub-element=LWCrT
https://www.education.vic.gov.au/Documents/about/programs/bullystoppers/AUA%20Secondary%20Final.pdf
https://www.education.vic.gov.au/Documents/about/programs/bullystoppers/AUA%20Secondary%20Final.pdf
https://5rightsfoundation.com/KnowYourRightsPoster.pdf
https://5rightsfoundation.com/KnowYourRightsPoster.pdf
https://www.esafety.gov.au/educators/classroom-resources/rewrite-your-story/student-page
https://www.esafety.gov.au/educators/classroom-resources/rewrite-your-story/student-page
https://www.esafety.gov.au/sites/default/files/2021-03/RYS%20-%20Alexia.pdf?v=1730948448266
https://www.esafety.gov.au/sites/default/files/2021-03/RYS%20-%20Alexia.pdf?v=1730948448266
https://www.commonsense.org/education/digital-citizenship/lesson/my-digital-life-is-like
https://www.commonsense.org/education/digital-citizenship/lesson/my-digital-life-is-like
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/media-literacy-lab
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/media-literacy-lab
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/media-literacy-lab
https://www.alannahandmadeline.org.au/what-we-do/prevention-programs/esmart/media-literacy-lab


Classroom Resources 7-12 (Year 9 and 10)
2025 eSmart Scope and Sequence

Year 9 and 10 (Cont.)

Some resources and activities may prompt a child to remember and potentially share an experience of harm. Make sure you are familiar with your school’s safeguarding policies and 
procedures so you can confidently report safety and well-being concerns. Prepare students for the session by discussing: their right to be safe and respected; what to do if discussing online 
safety makes them feel uncomfortable or unsafe; and how to seek help if they feel or have felt unsafe.

Term 1 Term 2 Term 3 Term 4

Hands on

Complete Student Activity Pack – Getting 
Help: What To Do Next  | ThinkUKnow to 
empower students by providing practical 
skills to proactively seek solutions to online 
issues as well as reinforcing the 
importance of help seeking behaviour. N.B 
The Teacher’s Toolkit for this activity can 
be found here: Teacher Toolkit.

Tech time

Use the eSafety Guide | eSafety 
Commissioner to explore favourite games 
and apps. Create a class online document 
where students can collaborate to add 
notes on how to update privacy settings, 
report online abuse or inappropriate 
content in their favourite games/apps.

Watch and learn

View the video Anonymous Accounts and 
Cyberbullying | Bullying No Way to explore 
empathy and kindness when participating 
online. Discuss why recognising and 
addressing mistakes is important. 

Watch and learn

Show the The Internet and the Law | eSafety 
Commissioner presentation to highlight online 
behaviours and actions that can have possible 
legal consequences.

Watch and learn

omplete the Critical thinking lesson from 
Young and eSafe | eSafety Commissioner  
to explain the importance of examining 
information to make an informed 
judgement on an issue. It is particularly 
important online, where information can 
be easily changed, manipulated or taken 
out of context. 

Hands on

Complete Student Activity Pack – Sharing 
Content and Being ‘Share A.W.A.R.E’ | 
ThinkUKnow to provide students with practical 
skills to ensure the safety of themselves and 
others by encouraging critical thinking when 
sharing personal content and interacting 
online to prevent online abuse. N.B The 
Teacher’s Toolkit for this activity can be found 
here: Teacher Toolkit. 

Hands on

Complete Student Activity Pack - Online 
Interactions: Raising Awareness About Image-
Based Abuse | ThinkUKnow to provide 
students with practical skills by encouraging 
critical thinking and prompting thought and 
consideration towards sharing personal sexual 
content and non-consensual image sharing. 
N.B The Teacher’s Toolkit for this activity can 
be found here: Teacher Toolkit.

Hands on

Complete the lesson plan Countering Hate 
Speech Online | Common Sense Media to 
analyse how the internet has contributed 
to an increase in hate speech and extremist 
views. Students will learn to recognise 
these views and find strategies for 
navigating content online. 

Watch and learn

Complete selected lessons from AI Literacy 
Lessons for Years 6–12 | Common Sense 
Education. This collection of quick lessons 
(20 minutes or less!) provides an 
introduction to AI and helps address its 
social and ethical impacts. 

Hands on

Complete the lesson plan Chatting and 
Red Flags |Common Sense Education to 
learn about risks, boundaries and 
relationships when communicating online.

Hands on

Review empathy and kindness online by 
completing the lesson What You Send in 
That Moment When... | Common Sense 
Education.

Watch and learn

View the four short videos Jarrod, Kara, Zach 
and Cal from Rewrite Your Story | eSafety 
Commissioner. As a class explore what it 
means to be a healthy, respectful digital citizen 
using the Rewrite Your Story – Interactive 
Lesson Plan interactive lesson.

Content Contact Conduct Compulsion

https://www.thinkuknow.org.au/sites/default/files/2020-10/Student%20activity%20pack%20Getting%20help%20%E2%80%93%20What%20to%20do%20next.pdf
https://www.thinkuknow.org.au/sites/default/files/2020-10/Student%20activity%20pack%20Getting%20help%20%E2%80%93%20What%20to%20do%20next.pdf
https://www.thinkuknow.org.au/sites/default/files/2020-10/Teacher%E2%80%99s%20toolkit%20Getting%20help%20%E2%80%93%20What%20to%20do%20next.pdf
https://www.esafety.gov.au/key-issues/esafety-guide
https://www.esafety.gov.au/key-issues/esafety-guide
https://www.youtube.com/watch?v=i-WBhx6n0hE&list=PL8UeNKK-858eh8ruaON9PnKM-vNgmufww&index=1
https://www.youtube.com/watch?v=i-WBhx6n0hE&list=PL8UeNKK-858eh8ruaON9PnKM-vNgmufww&index=1
https://www.esafety.gov.au/educators/classroom-resources/the-internet-and-the-law
https://www.esafety.gov.au/educators/classroom-resources/the-internet-and-the-law
https://www.esafety.gov.au/educators/classroom-resources/young-and-esafe
https://www.thinkuknow.org.au/sites/default/files/2020-10/Student%20activity%20pack%20Sharing%20content%20and%20being%20share%20A.W.A.R.E.pdf
https://www.thinkuknow.org.au/sites/default/files/2020-10/Student%20activity%20pack%20Sharing%20content%20and%20being%20share%20A.W.A.R.E.pdf
https://www.thinkuknow.org.au/sites/default/files/2020-10/Teacher%E2%80%99s%20toolkit%20Sharing%20content%20and%20being%20share%20A.W.A.R.E.pdf
https://www.thinkuknow.org.au/sites/default/files/2021-02/Resource%20two%20-%20Student%20Activity%20Pack%20-%20Image%20based%20abuse_0.pdf
https://www.thinkuknow.org.au/sites/default/files/2021-02/Resource%20two%20-%20Student%20Activity%20Pack%20-%20Image%20based%20abuse_0.pdf
https://www.thinkuknow.org.au/sites/default/files/2021-02/Resource%20two%20-%20Student%20Activity%20Pack%20-%20Image%20based%20abuse_0.pdf
https://www.thinkuknow.org.au/sites/default/files/2020-10/Teacher%E2%80%99s%20toolkit%20Online%20interactions%20-%20Raising%20awareness%20about%20image-based%20abuse.pdf
https://www.commonsense.org/education/digital-citizenship/lesson/countering-hate-speech-online
https://www.commonsense.org/education/digital-citizenship/lesson/countering-hate-speech-online
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.commonsense.org/education/digital-citizenship/lesson/chatting-and-red-flags
https://www.commonsense.org/education/digital-citizenship/lesson/chatting-and-red-flags
https://www.commonsense.org/education/digital-citizenship/lesson/what-you-send-in-that-moment-when
https://www.commonsense.org/education/digital-citizenship/lesson/what-you-send-in-that-moment-when
https://www.commonsense.org/education/digital-citizenship/lesson/what-you-send-in-that-moment-when
https://www.esafety.gov.au/educators/classroom-resources/rewrite-your-story/student-page
https://www.esafety.gov.au/educators/classroom-resources/rewrite-your-story/student-page
https://www.esafety.gov.au/sites/default/files/2021-07/RYS%20slide%20deck.pdf?v=1730945991722
https://www.esafety.gov.au/sites/default/files/2021-07/RYS%20slide%20deck.pdf?v=1730945991722


Classroom Resources 7-12 (Year 11 and 12)
2025 eSmart Scope and Sequence

Year 11 and 12

The eSmart Scope and Sequence at Year 11 and 12 can be delivered in Wellbeing/Pastoral classes. 

Some resources and activities may prompt a child to remember and potentially share an experience of harm. Make sure you are familiar with your school’s safeguarding policies and 
procedures so you can confidently report safety and well-being concerns. Prepare students for the session by discussing: their right to be safe and respected; what to do if discussing online 
safety makes them feel uncomfortable or unsafe; and how to seek help if they feel or have felt unsafe.

Term 1 Term 2 Term 3 Term 4

Hands on

Develop an Acceptable Use Agreement | 
Bully Stoppers for your classes, taking into 
consideration the ethical and responsible 
use of technology which has been covered 
in previous years.

Hands on

Complete Student Activity Pack - Online 
Interactions: Raising Awareness About 
Sexual Extortion | ThinkUKnow to provide 
students with practical skills, prompt 
thought and consideration towards online 
interactions and issues surrounding sexual 
extortion. 

Watch and learn

View Tagged | eSafety Commissioner an 
award-winning short film that encourages 
young people to reflect on the real-life 
consequences of cyberbullying, sharing 
intimate images, and a negative digital 
reputation. 

Hands on

Complete Can Media Be Addictive? | Common 
Sense Education to help students recognize 
how most of the technology they use is 
designed to keep them hooked and help them 
use this as an opportunity to find more balance 
in their digital lives. 

Watch and learn

AI Literacy Lessons for Years 6–12 | 
Common Sense Education. 

This collection of quick lessons (20 
minutes or less!) provide an introduction to 
AI and helps address its social and ethical 
impacts. 

Watch and learn

The Internet and the Law | eSafety 
Commissioner.

This presentation is designed to highlight 
online behaviours and actions that can have 
possible legal consequences. 

Watch and learn

View the video Amazing Mind Reader Reveals 
His ‘Gift’| Duval Guillaume.

Follow up with a personal audit of what 
information you have available online. 

Hands on

Show students Tech Trends and 
Challenges | eSafety Commissioner. 

Students work in pairs researching one 
tech trend each. Pairs collaborate to create 
a PMI chart and/or presentation and then 
report back to the class (or teach another 
year level) about their findings. 

Content Contact Conduct Compulsion

https://www.education.vic.gov.au/Documents/about/programs/bullystoppers/AUA%20Secondary%20Final.pdf
https://www.education.vic.gov.au/Documents/about/programs/bullystoppers/AUA%20Secondary%20Final.pdf
https://www.thinkuknow.org.au/sites/default/files/2020-10/Student%20activity%20pack%20Online%20interactions%20-%20Raising%20awareness%20about%20sexual%20extortion.pdf
https://www.thinkuknow.org.au/sites/default/files/2020-10/Student%20activity%20pack%20Online%20interactions%20-%20Raising%20awareness%20about%20sexual%20extortion.pdf
https://www.thinkuknow.org.au/sites/default/files/2020-10/Student%20activity%20pack%20Online%20interactions%20-%20Raising%20awareness%20about%20sexual%20extortion.pdf
https://www.esafety.gov.au/educators/classroom-resources/tagged
https://www.commonsense.org/education/digital-citizenship/lesson/can-media-be-addictive
https://www.commonsense.org/education/digital-citizenship/lesson/can-media-be-addictive
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.esafety.gov.au/educators/classroom-resources/the-internet-and-the-law
https://www.esafety.gov.au/educators/classroom-resources/the-internet-and-the-law
https://www.youtube.com/watch?v=F7pYHN9iC9I
https://www.youtube.com/watch?v=F7pYHN9iC9I
https://www.esafety.gov.au/industry/tech-trends-and-challenges
https://www.esafety.gov.au/industry/tech-trends-and-challenges
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