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The Alannah & Madeline Foundation (the Foundation) welcomes the opportunity to participate in the review of
the Unlawful Material Codes (Phase 1 Online Safety Codes).

The Foundation is a leading national not-for-profit charity which champions and strengthens the rights of
children and young people to be safe wherever they live, learn and play. We support young Australians to
recover and heal from trauma; we empower them to become positive digital citizens and change the culture of
bullying; and we advocate for their rights in digital environments.

Digital technologies are ever-present in the lives of most Australian families. For example, research we
commissioned last year found that 84% of Prep / Foundation students already used a tablet, 45% used a
smartphone (their own or someone else’s), 34% used a laptop, and 34% used a gaming console.

Unfortunately, children are at risk of being exposed to, or otherwise affected by, unlawful material online. For
example, in 2025 the Australian Centre to Counter Child Exploitation received more than 82,000 reports of
online child sexual exploitation, an increase of 41% from the previous year, and the Australian Federal Police
and eSafety have warned of increasing prevalence of extremist online material being viewed by children,
including on popular gaming platforms. 18% of Australian children aged 10-15 say they have seen extreme
real-life violent content online, while almost 8% of young Australians aged 16-24 say that a sexual image of
themselves was shared without their consent when they were under 18.

The evolution of generative Al poses new and greater threats. For example, a recent US survey of children
aged 9-17 who used Al chatbots found 17% reported that a chatbot had shown them something or said
something they felt wasn't OK or wasn't meant for someone their age.

The Foundation is proud to work with the Australian Government to make our eSmart digital literacy products
available for free to all schools. However, as children’s exposure to content is shaped by design and
operational aspects of digital technologies, we believe systems change is needed too.

Our submission responds to these questions posed in the discussion paper: ‘Are the measures in the Codes
reasonable and proportionate to the harm posed by different types of Class 1A and Class 1B material?’, ‘Are
the risk assessment methodologies and compliance measures set out in the Codes still relevant?’, and ‘Are

there any technological developments that have created gaps in the Codes or rendered existing compliance
measures unnecessary?’

Recommendations
Within the parameters of the existing Codes, we believe these changes would help lift protections for children:

1. Ensure the Codes reflect current and emerging threats from and via generative Al, which were
less apparent in mid-2023 when the Codes were registered. For example, the recent Age-Restricted
Material Codes contain compliance measures for Al companion chatbot features on social media
services and relevant electronic services in relation to restricted materials such as pornography.
Presumably equivalent considerations will need to be introduced into the Unlawful Material Codes.
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https://www.accce.gov.au/news-and-media/news/41-cent-jump-online-child-sexual-exploitation-reports-underscores-need-whole-community-approach
https://www.afp.gov.au/news-centre/media-release/concerns-over-children-accessing-extremist-material-online
https://www.sbs.com.au/news/article/online-watchdog-puts-video-game-giants-on-notice-as-child-grooming-concerns-rise/b8a4n6bw8
https://www.esafety.gov.au/research/the-online-experiences-of-children-in-australia/report-digital-use-and-risk-among-children-aged-10-to-15
https://www.acms.au/resources/childrens-online-sexual-victimization-in-australia%2F
https://www.commonsensemedia.org/research/a-comprehensive-report-on-teens-tweens-and-ai
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Advise industry participants to adopt whichever Code provides the highest level of protection
against risks to children identified on or through that service, rather than adopting the Code which aligns
best with the service’s ‘predominant purpose’, as is currently the case (see Head Terms).

Require providers to provide high-safety settings for children by default and/or prompt, not
merely as additional opt-ins. For example, the Social Media Services Code requires some providers to
have settings that are designed to prevent accountholders from unwanted contact from other end-users,
while the Internet Carriage Services Code requires providers to provide information for parents and
carers about how to control children’s exposure to unlawful material.

Meanwhile, the Equipment Code requires high-privacy settings by default on child-specific devices, but
on other devices (which many children use) providers are only required to implement tools that allow
end-users to help reduce risks to children. We contend that these measures, while positive, do not go
far enough. High-safety settings and tools should be in place by default (with end-users able to reduce
protections if they wish) and/or offered proactively at intervals, not just at the point of opening an
account. There is a high likelihood of individuals sticking with original default settings, whereas uptake
of parental controls and opt-in safety tools is patchy. For example, eSafety found that only 43% of
parents use controls to block websites and 31% use them to filter the apps a child can download, while
a US study found that only half of parents use controls on tablets and smartphones and only about a
third on gaming consoles. Children’s safety should not rely solely on their parents’ digital literacy and
vigilance.

Ensure the social media age delay does not inadvertently lower protections for children. For
example, the Social Media Services Code requires providers to consider the age of their user base as
part of risk assessment. Providers should be advised not to assume that the age delay means children
are not using their services. Social media services are legally open to 16- and 17-year-olds and many
children under 16 still use them. One survey found roughly 7 out of 10 children who had accounts on
Instagram, TikTok, Snapchat or Facebook before the age delay still have them.

Ensure the Codes fully recognise the severity of CSAM and the importance of prompt response.
For example, the Head Terms currently require industry participants to ‘empower Australian end-users
to manage access and exposure to class 1A and class 1B material’. We believe end-users should be
empowered to avoid, report, and recover from any exposure to CSAM, not merely manage access.

Meanwhile, the Internet Search Engine Services Code requires a provider to report identified CSEM to
an appropriate entity if the provider ‘forms a good faith belief that the CSEM presents evidence of
serious and immediate threat to the life or physical safety of an adult or child in Australia’. Unfortunately,
this framing seems less likely to encourage reporting than the framings used in many Australian
jurisdictions. For example, in Victoria, adults must report to the police if they have information that leads
them to form a reasonable belief that an adult has sexually offended against a child. Evidence of a
serious, immediate threat to life or physical safety is not required.

Require providers to provide simple pathways for any individual to report a concern about
unlawful material on their service, not only accountholders. For example, the Social Media Services
Code currently requires providers of Tier 1 and 2 services to provide tools to enable ‘end-users’ to
report unlawful material on the service. But it is important that parents can easily report a concern about
their child’s exposure to unlawful material without needing their own accounts on the service.

Require that children, parents and carers can access clear, accurate, relevant, accessible, age-
appropriate information that is easy to find about staying safe online, safety features, and
parental controls. This would recognise children’s rights to receive information, express their views
about matters that affect them, and be guided by parents or guardians in the exercise of their rights. For
example, the Equipment Code requires manufacturers of children’s interactive devices or gaming
devices to ensure that easily accessible information is made available (eg. via a QR code) about how to
support children’s online safety. While this is positive, we contend that most devices used by children
are not ‘primarily intended for use by, primarily designed for, and/or primarily marketed to, children’. All
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https://www.cambridge.org/core/journals/behavioural-public-policy/article/when-and-why-defaults-influence-decisions-a-metaanalysis-of-default-effects/67AF6972CFB52698A60B6BD94B70C2C0
https://www.esafety.gov.au/sites/default/files/2022-02/Mind%20the%20Gap%20%20-%20Parental%20awareness%20of%20children%27s%20exposure%20to%20risks%20online%20-%20FINAL.pdf
https://fosi.org/parental-controls-for-online-safety-are-underutilized-new-study-finds/
https://www.esafety.gov.au/research/under-the-new-age-restrictions-early-insights-from-australian-parents
https://www.justice.vic.gov.au/safer-communities/protecting-children-and-families/failure-to-disclose-offence
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devices should include such information, especially tablets, smartphones, laptops and gaming consoles
(all commonly used by children). We would also welcome the provision of child- and parent-friendly
information about the Codes themselves, so children and their parents and carers can understand
better the planning undertaken on their behalf. This would align with the Australian Competition &
Consumer Commission’s guidance about industry codes: ‘An effective code should incorporate a
strategy that will raise consumers’ awareness of the code and its contents, including its complaints
handling provisions’.

More broadly, we support an eco-system approach which would locate the Codes clearly within the context of
other regulatory interventions to uphold children’s rights online. These include:

a)

The Digital Duty of Care framework, likely to be introduced as an amendment to the Online Safety Act
in 2026. The Duty is represented as an enforceable obligation for online service providers to maintain
systems and processes that, amongst other things, prevent, monitor and address content and activity
that is illegal or harmful to children and ensure the safety of service features, including Al and
algorithmic content recommendation or generation systems and bot accounts. Providers will be required
to act at a systemic and preventative level to stop reasonably foreseeable harms and demonstrate due
diligence, including through risk assessment and mitigation, evaluation, and transparency reporting. The
Government has stated that the Duty will incorporate and adapt the Basic Online Safety Expectations
and ‘potentially, over time, the industry codes or standards’, necessitating transitional arrangements. A
commitment has been made to ensure current safety standards are not reduced, with existing Codes
‘serving as a baseline’.

The Children's Online Privacy Code (pending, 2026), which will set limits about what online services
may do with children's personal information. It may set limits relevant to these Codes, for example
concerning children’s privacy settings and the targeting of content to children.

Australia's National Al Plan, which re-asserts that Australians enjoy the same consumer protections
for Al products and services as for traditional goods and services, including safety protections, and
which undertakes to address Al-related risks through enforceable industry codes and to consider further
restrictions on ‘nudify’ apps.

We would be delighted to discuss this matter further with you.

Please contact:

Sarah Davies AM, CEO, sarah.davies@amf.org.au
Ariana Kurzeme, Director, Policy & Prevention, ariana.kurzeme@amf.org.au
Dr Jessie Mitchell, Advocacy Manager, jessie.mitchell@amf.org.au
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https://www.accc.gov.au/about-us/publications/guidelines-for-developing-effective-voluntary-industry-codes-of-conduct
https://www.infrastructure.gov.au/sites/default/files/documents/digital-duty-of-care-for-australia-developing-duty-of-care-framework-for-online-services-used-by-australians-may2026.pdf
mailto:sarah.davies@amf.org.au
mailto:ariana.kurzeme@amf.org.au
mailto:jessie.mitchell@amf.org.au

