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The Alannah & Madeline Foundation (the Foundation) welcomes the opportunity to comment on the exposure
draft.

The Bill represents a very positive opportunity for much-needed change. If accompanied by appropriate
resources and powers for the regulator, it could help lift privacy protections for children in the digital
environment. However, it is vital that existing protections are enhanced and not weakened.

The Foundation is a leading national not-for-profit charity dedicated to keeping children and young people free
from violence and trauma. We support young Australians to recover and heal from trauma; we empower them to
become positive digital citizens and change the culture of bullying; and we advocate for their rights in digital
environments.

We are proud to work with the Australian Government to make our eSmart digital literacy products available for
free to all schools. However, as children’s online experiences are shaped by design and operational aspects of
digital technologies, we maintain that systems change is needed too.

At present, children’s personal information is collected, stored, used and disclosed in ways families often cannot
understand or control. This exposes children to risks and harms including commercial profiling and targeted
advertising; use of their photographs and other personal information to train Al; theft of their data in breaches;
and unwanted contact with strangers. Excessive data-handling is enabled by manipulative design features
which increase children’s exposure to other risks eg. compulsive usage.

Recently, we consulted with 78 primary, secondary and tertiary students about the Children’s Online Privacy
Code and drew on findings from related consultations with 510 students. Students told us they wanted stronger
protections, clearer rules and greater transparency about what happens to their personal information. They
called for online services to minimise collection of children's data, to explain clearly what happens to personal
information, to avoid manipulative design, and take to responsibility for acting in children’s best interests.

Young people warned that they were being subjected to unfair and invasive handling of their personal
information, commenting ‘our rights to protection from harm and data collection and privacy aren’t in place’; ‘It
makes me feel like | have no anonymity’; ‘really anxious and nervous about the future and my privacy and safety
on digital apps’.

Meanwhile, a survey we commissioned of 1,000 parents and carers of primary-aged children found than 8 in 10
believed it was primarily government’s responsibility to set legislation and industry standards about regulation
and safeguarding of children’s online privacy and data usage. There was little appetite for industry self-
regulation. Almost two-thirds of parents felt low trust or no trust in tech companies.
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https://www.alannahandmadeline.org.au/uploads/documents/REP_Childrens-Online-Privacy-Code_Child-and-youth-voice-report_June-2026.pdf
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Recommendation 1: Strengthen privacy protections as outlined in the exposure draft, including via:

) a ‘fair and reasonable’ test with a ‘best interests of the child’ provision

clear, relevant, up-to-date definitions of ‘personal information’, ‘reasonably identifiable’, ‘sensitive
information’, ‘collection’, ‘consent’ and ‘direct marketing’

a simple consumer opt-out from direct marketing

stronger requirements for entities to respond to data breaches

erasure of individuals’ data upon request

assessment by the regulator of how children's data is handled in relation to age assurance.

While the coming Children’s Online Privacy Code is a strong opportunity to uphold the best interests of the child
online, the Code’s effectiveness will be, in part, dependent on the reforms to the Privacy Act. For example, the
proposed updates to the Act would strengthen and modernise key concepts on which the draft Code relies,
including ‘personal information’, ‘sensitive information’, ‘collection’ and ‘consent’.

Furthermore, better privacy protections for all Australians would lift the ‘floor’ of protection for children eg. in a
hypothetical situation where children’s data is handled by an online service but the service has not identified that
they need to align with the Code.

Recommendation 2: Strengthen the ‘fair and reasonable’ test and guarantee that no existing privacy
protections for children will be weakened.

The proposed reforms would replace the existing Australian Privacy Principles (APPs) 3, 4 and 6 with a new ‘fair
and reasonable’ test for handling of personal information.

We see many positives in the proposed ‘fair and reasonable’ test, including requiring entities to have regard to
the ‘best interests of the child’ principle, a ‘reasonable person’ expectation, transparency of communication, and
data minimisation.

However, it is vital that the proposed changes do not effectively undermine any protections currently present in
APPs 3, 4 and 6. That risk should be tested for.

The ‘fair and reasonable’ test should also be strengthened by incorporating the principle of consent as redefined
in the exposure draft and clarifying that the collection, use and disclosure of personal information regulated by
the ‘fair and reasonable’ test covers the handling of personal information for data-training and generative
purposes eg. large language models. The proposed changes insert a definition of ‘disclosure’ when personal
information is made available to a third party. Disclosure also needs to be made when information is disclosed
to a related or another internal party, for example, where services such as messaging or social media also feed
data into their training models. Similarly, the updated definition of ‘trading’ needs to include any pooling or
swapping of personal data for aggregation or (re)identification purposes.

Recommendation 3: Appropriately regulate the handling of information relating to children’s physical
appearance and/or emotional, physiological and/or psychological presentation.

We welcome the proposals to update the Privacy Act's definition of personal information to include
‘characteristics, behaviours, traits, preferences or patterns of activity’ and to update the definition of sensitive
information to include ‘genomic information that relates to an individual’.

However, we believe there is insufficient protection for children from inappropriate handling of data relating to
their physical appearance and/or their emotional, physiological and/or psychological presentation.

We are uncertain whether the sensitive information categories of ‘biometric template’ and ‘biometric
identification’ are sufficient to cover all the ways children's appearance can be (mis)used in data-handling
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https://www.oaic.gov.au/privacy/privacy-for-kids/official-exposure-draft-of-the-childrens-online-privacy-code
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without a record of the individual for recognition purposes necessarily being created. For example, children may
be exposed to exploitation through the use of their imagery to train Al, create Al-generated imagery, or estimate
age (eg. to access age-restricted platforms).

Meanwhile, digital technologies are emerging which can use an individual’'s physical signals to detect signs of
stress and anxiety, forecast loneliness, and respond to changes in movement and expression. Technologies
have even been piloted to measure children’s curiosity levels.

There is no telling how such technologies might be used in the future, but we already know how some
psychological and biometric data and profiling is driving highly dangerous experiences for children through
chatbots, feeds and direct messages. The explosion of wearables and devices for tracking and recording will
only increase the harvesting of deeply sensitive and high-risk information.

Given the sensitivity of children’s psychological state, appearance and bodily signals and the harms that can
arise from misuse of such information, it is vital this area is regulated adequately — potentially through a Code to
be created by the Office of the Australian Information Commissioner (OAIC).

Recommendation 4: Ensure the OAIC has adequate resourcing, powers, and complementary bodies to
ensure children’s privacy is protected at systems and individual levels.

Privacy reforms, however excellent, cannot succeed unless the regulator can promote and guide reform,
investigate concerns, and respond to concerns in a proactive, timely and effective way.

Funding allocated to the OAIC for the 2024-25 financial year was just over $38 million. As a crude contrast, the
2025 annual global revenues for Meta, Alphabet (Google), Microsoft, Apple and Roblox were, respectively,
US$200.9 billion, $402.8 billion, $281.7 billion, $416 billion, and $4.9 billion. The regulator’s resourcing must
reflect the scale of the challenge.

Meanwhile, processes for individuals who make complaints of privacy violation are lengthy and, we suggest,
difficult for children to access. Digital services have a poor record of handling consumer complaints, which
causes young people particularly high stress. Measures are needed to address these concerns e.g. through an
independent external consumer ombuds scheme, as recommended by the Australian Competition and
Consumer Commission's Digital Platform Services Inquiry report.

Recommendation 5: Ensure that the ‘best interests of the child’ as a component of a fair and reasonable
test is defined in alignment with the Children’s Online Privacy Code and the United Nations Convention
on the Rights of the Child.

The Foundation strongly supported the draft Code’s definition of the ‘best interests of the child’ principle in line
with Article 3 of the U.N. Convention on the Rights of the Child. Online services should not be left to decide what
is in children’s best interests without appropriate direction and guidance.

Recommendation 6: Empower the OAIC to assess the handling of children’s personal information for
age assurance purposes by all relevant online services.

The consultation paper proposes to empower the OAIC to conduct assessments of how social media platforms
collect, use, retain and destroy personal information for age assurance purposes in relation to the Social Media
Minimum Age scheme.

This should help to lift standards of transparency and accountability from services and help ensure policymaking
is informed by high-quality information and analysis.
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https://mhealth.jmir.org/2024/1/e40689/
https://arxiv.org/abs/2410.00020v1
https://www.esafety.gov.au/key-topics/online-tools-and-features/immersive-technologies
https://www.mdpi.com/1424-8220/24/13/4043
https://www.oaic.gov.au/about-the-OAIC/our-corporate-information/oaic-annual-reports/annual-report-2024-25
https://investor.atmeta.com/investor-news/press-release-details/2026/Meta-Reports-Fourth-Quarter-and-Full-Year-2025-Results/default.aspx
https://www.forbes.com/sites/tylerroush/2026/02/04/alphabet-beats-earnings-expectations-as-annual-revenue-tops-400-billion-for-first-time/
https://www.microsoft.com/investor/reports/ar25/index.html
https://www.apple.com/newsroom/2025/10/apple-reports-fourth-quarter-results/
https://ir.roblox.com/financials/quarterly-results/default.aspx
https://www.oaic.gov.au/about-the-OAIC/our-corporate-information/oaic-annual-reports/annual-report-2024-25
https://cprc.org.au/report/someone-to-turn-to
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However, the OAIC should have powers to look beyond social media to all other digital services which handle
children’s data for age assurance purposes. Age assurance technologies, while new, seem likely to expand in
the future. As a comparison, the recent Online Safety Amendment (Strengthening Enforcement for the Social
Media Minimum Age) Bill 2026 proposed to expand the eSafety Commissioner’s information-gathering powers
relating to age assurance to include app stores and third-party age assurance services.

Recommendation 7: Expand the ‘right to erasure’ to recognise the range of digital technologies which
handle children’s personal information.

Many children and young people told us they wanted to be able to get their data deleted upon request. The draft
Children’s Online Privacy Code proposed to require online services to delete children's personal information
upon request, which we supported. To lift the ‘floor’ for children’s protections in situations where the Code may
not be applied, we also welcome the exposure draft’'s proposal of a right to erasure.

However, given the diverse technologies that handle children's data, the rapid evolution of technologies, and the
data-related risks and harms to children that can occur on smaller platforms, we call for the expansion of this
right beyond very large social media, relevant electronic and designated internet services (eg. with 2.5 million
monthly users in Australia) as currently proposed.

Recommendation 8: Clarify that the requirement for consent to trading of personal information (APP4)
covers the disclosure of personal information for data-training and/or generative purposes.

In our conversations with young people, they voice particular mistrust of generative Al, worrying about how their
futures might be affected by the handling of their data by these technologies. Stronger regulation is needed to
uphold the rights of children and young people and build public trust.

We would be delighted to discuss any of these matters further with you.

Please contact:

Sarah Davies AM, CEO, sarah.davies@amf.org.au

Ariana Kurzeme, Director, Policy & Prevention, ariana.kurzeme@amf.org.au
Dr Jessie Mitchell, Manager, Advocacy, jessie.mitchell@amf.org.au
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