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The Alannah & Madeline Foundation (the Foundation) welcomes the opportunity to comment on the exposure 
draft of the Online Safety Amendment (Digital Duty of Care) Bill 2026. 
 
We strongly support the introduction of a Digital Duty of Care for Australia: an opportunity to reshape the digital 
environment into a place where children’s safety is considered and planned for in advance. 
 
While most families encourage children to use devices responsibly, many find it extremely difficult to navigate 
the risks of the digital environment alone. One parent of a primary student told us: 
 
‘As a parent I feel trapped because it’s either let my child go on these apps, learn about technology, engage the 
same way that their peers do, or completely stop any kind of technology use with any kind of data collection. But 
that is not going to work for them in the long run. So it’s like being stuck between a rock and a hard place.’   
  
We cannot expect children and their parents, teachers and caregivers to manage all the risks of online services, 
many of which include manipulative design features intended to optimise attention and engagement.  
 
The current regulatory system – a mixture of report-and-takedown services, industry-led codes, parental control 
tools and age limits for some services – is not fit for purpose in the current era. It is time for a more preventative 
and overarching approach which prioritises safety-by-design and risk assessment and mitigation.  
 
As one member of our youth engagement program said, young people want to see ‘government / policy makers 
holding tech companies accountable for creating safe spaces'. Meanwhile, one student at a specialist school 
told us, ‘The internet needs fixing’. 
 
Our advocacy is informed by engagement with primary and secondary students, young adults, and parents and 
carers. These groups told us of their wish for digital technologies that are designed to uphold children’s best 
interests, rather than environments that place the burden on children to constantly anticipate, avoid and recover 
from harm. We will submit a separate report exploring their insights in depth.  
 
Recommendation 1: As proposed in the exposure draft, amend the Online Safety Act 2021 to: 
 

• Introduce a Digital Duty of Care which would require all online services covered by the Act to 
ensure a safe online environment so far as reasonably practicable. 

• Recognise that a safe online environment is one where children are protected from harm, and 
where online services carry out risk assessments, take effective measures as necessary to 
address these, and manage their design features appropriately.  

• Empower the eSafety Commissioner to issue takedown notices for ‘nudify’ apps and sites, to 
issue takedown notices for child cyber bullying more quickly and easily, and to require online 
services to share information about their compliance with the Digital Duty of Care. 
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Australian children use a wide and expanding range of digital technologies from a very young age. Our survey 
of 1,000 parents and carers of primary students found 84% of Prep / Foundation students used tablets, 45% 
used smartphones (their own or someone else’), 34% used gaming consoles and 34% used laptops.  
 
As children grow older, digital technology use increases and diversifies. Upper primary students have told us 
that the technologies they use in a typical week include games, messaging services, search engines, shopping 
apps, streaming platforms, creative apps, edtech, social media, livestreaming, sports apps and location apps. 
There is also widespread use of generative AI.  
 
Children are not on digital platforms simply because of personal or family choices. Unsealed documents from 
2026 US social media court cases indicate that platforms worked extensively to engage and retain teens and 
‘tweens’.    
 
Tragically, children have been exposed to online risks across the areas of content (eg. age-inappropriate 
videos), conduct (eg. cyber bullying), contact (eg. with strangers), contract (eg. targeted advertising) and 
compulsion (eg. dysregulated device use). These risks cannot be fully addressed by Australia’s existing online 
safety system, which relies heavily on removal of individual pieces of content after a complaint is made.  
 
Nor can these risks be adequately managed through parental controls or platforms’ own reporting systems 
alone. As eSafety found, most children who have a negative experience online do not report it to the platform, 
and many parents do not use technical controls, particularly once their children reach secondary school.  
 
Many risks to children are embedded in the design and operation of digital technologies themselves. Driven by 
business models which monetise users' data and attention, many services are designed to maximise 
engagement in ways that create, enable and exacerbate harm. Children are particularly vulnerable to ‘dark 
patterns’: design practices that ‘steer’ users towards choices they would not otherwise make, and which may not 
be in their best interests.   
 
This year, a Los Angeles jury found the parent companies of Instagram and YouTube liable in a case where 
they were accused of causing harm by designing addictive platforms. Snap and TikTok settled before trial. In a 
separate case, a New Mexico jury found that Meta had violated state law in a case where the company was 
accused of misleading users about platform safety and enabling child sexual exploitation on platforms.  
 
Recently, Meta ended a court battle with almost all US states over teen social media addiction with a $US18B 
settlement and a commitment to strengthen child-safety measures. The company has called upon YouTube and 
TikTok to match its commitments. However, currently there is no indication that platforms will voluntarily 
introduce such improved protections for children in Australia.  
 
The idea of a digital duty of care was first advanced by UK academics who envisaged that online services 
should have responsibilities for the digital spaces they build and promote to the public, much as the owners and 
operators of commercial businesses have safety obligations towards customers on their premises. Services 
cannot protect individuals from all harms all the time, but they should be expected to take sufficient care to avoid 
reasonably foreseeable harms at a systems level.  
 
Similarly, in her review of Australia’s Online Safety Act, Delia Rickard PSM envisaged that online services would 
be required to take reasonable steps to prevent and address foreseeable harms, especially to children. 
 
Recommendation 2: As recommended by Delia Rickard in her review of the Act, require that the best 
interests of the child should be a primary consideration for online services in assessing and mitigating 
the risks arising from the design and operation of their services. 
 
The terms of reference for the 2024 review of the Act referenced ‘ensuring industry acts in the best interests of 
the child’. Rickard concluded requiring services to take reasonable steps to treat the best interests of the child 
as a primary consideration in relation to design and operations should be ‘an essential basis of meeting the duty 
of care’.  
 
 

https://www.alannahandmadeline.org.au/uploads/documents/SUB_Childrens-Online-Privacy-Code_Alannah-Madeline-Foundation_June-2026.pdf
https://techoversight.org/2026/01/25/top-report-mdl-jan-25/
https://www.esafety.gov.au/research/mind-the-gap
https://www.ftc.gov/system/files/ftc_gov/pdf/P214800%20Dark%20Patterns%20Report%209.14.2022%20-%20FINAL.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/P214800%20Dark%20Patterns%20Report%209.14.2022%20-%20FINAL.pdf
https://www.abc.net.au/news/2026-03-26/meta-and-google-found-liable-for-harm-to-children/106496392
https://www.abc.net.au/news/2026-03-25/meta-ordered-to-pay-375m-in-us-trial-child-exploitation-claims/106495616
https://www.abc.net.au/news/2026-08-27/meta-settlement-on-harm-to-teens/107082748
https://carnegieuk.org/publication/online-harm-reduction-a-statutory-duty-of-care-and-regulator/
https://www.infrastructure.gov.au/sites/default/files/documents/report-of-the-statutory-review-of-the-online-safety-act-2021-february-2025.pdf
https://www.infrastructure.gov.au/department/media/publications/terms-reference-statutory-review-online-safety-act-2021
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An issues paper released by the Government in May 2026 proposed that ‘Service providers will also be required 
to consider the best interests of the child in assessing and mitigating risks arising from the design and operation 
of their services.’  
 
We believe this framing should be carried through into the Bill if the Digital Duty of Care is to be realised in 
practice. Requiring online services to treat the best interests of the child as a primary consideration would guard 
against bad-faith compliance such as providing low-quality user empowerment tools that do not meaningfully 
improve children’s safety. It would also ensure services cannot dismiss risks to children on the basis that 
children are not direct users. As Rickard stated, a best-interests approach recognises that children may be 
harmed by a service without using it personally eg. if their images are used to create sexual abuse material.  
 
Rickard envisaged the ‘best interests of the child’ being framed in line with the United Nations Convention on 
the Rights of the Child, a position we support.  
 
Recommendation 3: Refine section 25A(1) to recognise that ‘online services’ include services that use 
generative artificial intelligence (AI) to allow users to chat with a bot in ways that simulate human 
interactions.  
 
Recommendation 4: Refine Sections 25C and 25D to capture fully the potential of generative AI to act in 
ways that are dangerous to children. For example, the Bill might clarify that ‘material’ includes material 
produced by generative AI in response to prompts or instructions by end-users, or that ‘conduct’ 
includes conduct by digital technologies (not just by human end-users).  
 
Recommendation 5: Expand Sections 25F and 25G to recognise that ‘design features’ include features 
which simulate human interactions and/or relationships eg. a companion chatbot feature.  
 
It is vital that the Digital Duty of Care captures fully the evolving potential of generative AI to behave in ways 
which pose dangers to children.  
 
We welcome the exposure draft’s proposals to appropriately regulate some risky design features and to update 
the definition of an ‘online service’ to cover services that allow users to generate material by means of AI and 
share that material by means of an online service. 
 
However, we are not sure the exposure draft captures fully the potential of AI not only to produce materials, but 
also to engage in interactions, initiate exchanges, and cultivate relationships. The term ‘material’ in the Online 
Safety Act may not cover dangers which emerge cumulatively out of simulated empathy, deception, 
impersonation, and cultivation of dependence. Nor is it clear to us whether actions taken by AI technologies 
themselves are covered in the Act’s definition of ‘engage in conduct’.  
 
This is no niche issue. eSafety found that 79% Australian children aged 10-17 had used an AI assistant or AI 
companion, while another study found 9 out of 10 Australian teens aged 14-17 had used generative AI. 
 
These experiences go beyond generation of material; they include simulation of interactions or relationships. 
Recent US research found that among children aged 9-17 who used AI, 1 in 8 used it for discussing their 
feelings or problems weekly or daily; 1 in 10 sometimes felt AI understood them better than most people; and 1 
in 5 believed it would be hard for them to stop using AI for a month. 
 
The long-term implications for children’s wellbeing are unknown, but deep concerns are being raised about 
design features of AI encouraging emotional dependence, displacing human bonds, blurring reality and fantasy, 
initiating abusive or sexual interactions, warping users’ expectations of relationships, and encouraging 
psychosis or self-harm.  
 
Reports are emerging of AI ‘companions’ and chatbots cyberbullying children, encouraging suicidality and 
crime, and attempting to groom and initiate sexual interactions with children. Of US children aged 9-17 who use 
AI, 1 in 6 said a chatbot had shown or told them something they felt was not OK for their age. Nearly one third of 
teens who use AI companions believe these interactions are as satisfying or more satisfying than human 
conversations. 

https://www.infrastructure.gov.au/department/media/publications/digital-duty-care-australia-developing-duty-care-framework-online-services-used-australians
https://edition.cnn.com/2025/04/03/tech/ai-chat-apps-safety-concerns-senators-character-ai-replika/index.html
https://www.esafety.gov.au/industry/basic-online-safety-expectations/ai-services/findings-october-2025
https://theinsightcentre.com.au/wp-content/uploads/2025/05/TIC-Gen-Z-to-GenAI-Report-FINAL.pdf
https://www.commonsensemedia.org/research/a-comprehensive-report-on-teens-tweens-and-ai
https://www.apa.org/topics/artificial-intelligence-machine-learning/health-advisory-ai-adolescent-well-being
https://med.stanford.edu/news/insights/2025/08/ai-chatbots-kids-teens-artificial-intelligence.html
https://www.sbs.com.au/news/article/ai-bullying-fears-raised-as-10-million-tipped-into-new-school-plan/mjli4ehx3
https://www.abc.net.au/news/2025-08-12/how-young-australians-being-impacted-by-ai/105630108
https://www.abc.net.au/news/2025-09-21/ai-chatbot-encourages-australian-man-to-murder-his-father/105793930
https://heatinitiative.org/wp-content/uploads/2025/08/HEAT_REPORT_CharacterAI_FINAL_PM_29_09_25.pdf
https://www.unicef.org/innocenti/stories/risky-new-world-techs-friendliest-bots
https://www.commonsensemedia.org/research/a-comprehensive-report-on-teens-tweens-and-ai
https://www.commonsensemedia.org/research/talk-trust-and-trade-offs-how-and-why-teens-use-ai-companions
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The ‘companion chatbots’ law from the state of California provides pertinent framing and requirements here.  
  
Recommendation 6: Clarify that ‘design features’ (Sections 25F and 25G) encompass features which 
encourage connection between children and other end-users and/or encourage maximum engagement.  
 
We support the exposure draft’s aim to protect children from harms associated with the operation of design 
features.  
 
One feature listed is a ‘recommender feature’, but the definition seems focused on material. We believe 
recommender systems should also be understood to include contact recommendations. Serious concerns exist 
about contact recommender systems and ‘public by default’ settings enabling connection between children and 
predators. With 40% of Australian children aged 10-17 messaging online with people they have not met in 
person, the risks are significant.  
 
Meanwhile, the exposure draft’s inclusion of an ‘endless feed feature’, ‘feedback feature’, ‘time-limited feature’ 
and ‘recommender feature’ imply a welcome recognition that dysregulated tech use may arise from design 
features. However, it is important to encompass other features which serve to maximise engagement eg. 
rewards for engagement, and prompts to end-users to check out content, features or profiles. Cumulatively, 
such features may raise the risk of exposure to material and conduct harmful to children. 
 
Recommendation 7: Following Section 26, require development of user empowerment tools which are 
of a high quality.  
 
We welcome the promise of tools to empower users to manage the way design features of an online service 
operate for them. However, to ensure the Digital Duty of Care is brought to life meaningfully, to build public trust, 
and to guard against bad-faith compliance by services, these tools must be of a high quality. 
 
The mere presence of an opt-in tool does not guarantee a safe environment. We know most children who have 
a negative experience online do not use reporting tools, and mistrust of platform safety features is high among 
young people. Meanwhile, 3 in 10 Australian parents with children aged 10-17 do not use parental controls at 
all, and many parental controls address only a few online risks eg. managing children’s purchases or 
downloads.  
 
We argue that user empowerment tools should: 
 

• be prominent, accessible, attractive, easy to find and use, and effective in reducing harm.  

• provide genuine choice ie. not deterring users with a seriously degraded online experience. 

• empower users to control their contact with other accounts, not just their content consumption.  

• keep chosen protections in place until users choose to adjust them. 

• not manipulate users to lower their protections.  
 
Recommendation 8: Refine Section 25D to recognise harms to children from dysregulated or 
compulsive use of digital technologies in response to design features.   
 
Concerns are growing about design features that maximise engagement, and may leave children feeling out of 
control, anxious, distracted, tired or guilty. Australian parents also frequently identify excessive technology use 
as a health risk for children.  
 
Recent US court cases have intensified public scrutiny of companies’ design and operational choices in this 
area. Notably, a jury in Los Angeles found in favour of a woman who claimed she became addicted to social 
media apps during childhood and that the platforms’ design features and the companies’ failure to warn users of 
risks were substantial factors in causing her mental health problems.  
 
Recommendation 9: Ensure researchers can access high-quality, accurate data, including via ad 
libraries which are accurate and persistent.  
 
 

https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202520260SB243
https://www.businesswire.com/news/home/20260622951330/en/Social-Media-Victims-Law-Center-Lawsuit-Claims-Snaps-Design-Enabled-Predator-to-Find-Groom-and-Sexually-Assault-12YearOld-Missouri-Girl
https://time.com/7336204/meta-lawsuit-files-child-safety/
https://www.esafety.gov.au/research/report-connected-curious-cautious
https://www.internetmatters.org/wp-content/uploads/2025/05/Understanding-and-improving-how-children-report-online-harm-Internet-Matters-May-2025.pdf
https://safer.io/resources/youth-tell-the-truth-about-safety-tools-advice-on-how-to-improve-these-tools-from-actual-teens/
https://www.esafety.gov.au/research/the-online-experiences-of-children-in-australia/balancing-risk-and-reward-parenting-in-the-digital-world
https://5rightsfoundation.com/resource/updated-report-disrupted-childhood-the-cost-of-persuasive-design/
https://5rightsfoundation.com/resource/updated-report-disrupted-childhood-the-cost-of-persuasive-design/
https://www.youtube.com/watch?v=rVmtKTth2ek
https://think.revealingreality.co.uk/infinite-scroll
https://rchpoll.org.au/polls/top-10-child-health-problems-what-australian-parents-think/
https://www.business-humanrights.org/en/latest-news/usa-jury-finds-meta-and-google-liable-in-first-california-state-level-test-case-among-thousands-alleging-mental-health-harms-to-children-from-social-media/
https://www.cnbc.com/2026/03/25/meta-youtube-los-angeles-california-verdict.html


5 

 

We welcome the exposure draft's proposed measures to expand approved researchers' access to relevant data 
about online safety. It is important that this access enables research into the nature, scale and impact of online 
advertising on children.  
 
Digital technologies expose children to advertising that is targeted, gamified, interactive and hard to detect. 
These practices can be exploitative and intrusive and, depending on the products promoted, may increase risks 
to children’s health, behaviour and relationships. Studies have found that children are bombarded with junk food 
advertising, while teens are frequently shown advertising for alcohol and gambling. Platforms have been caught 
identifying teens for marketing purposes based on activities suggested receptiveness to smoking, extreme 
weight loss, adult entertainment, and online dating. 
 
To help understand and address such concerns, approved researchers need access to ad libraries that provide 
accurate, comprehensive and persistent records of advertising shown to Australians, including children and 
young people. 
 
Recommendation 10: Build meaningful, supported engagement opportunities for children and young 
people into the future development of the Digital Duty of Care. 
 
Children have a right to participate meaningfully in decisions that affect their lives. However short consultation 
periods and processes designed primarily for adults make it difficult for most children and young people to 
engage in a genuine and accessible way. The for-purpose sector also has limited capacity to support their 
engagement at short notice. We therefore urge that future processes to refine and implement the Digital Duty of 
Care include well supported and child-friendly opportunities for children and young people to contribute their 
insights in ways that are meaningful, safe and accessible to them.   
 
Recommendation 11: Expand the scope for redress for children who experience online harms by 
creating provision for private actions and by creating an independent ombuds scheme.  
 
While the eSafety Commissioner provides vital oversight and enforcement, children who are harmed because 
an online service has failed to uphold the Digital Duty of Care should have avenues for additional redress.  
 
Consistent with General Comment 25 of the UN. Convention on the Rights of the Child, appropriate judicial and 
non-judicial remedies for violation of children’s rights should be readily available to children and their 
representatives.  
 
We also urge the Government to ensure Australians have access to an independent external ombuds scheme 
for individual dispute resolution, as recommended by the Australian Competition & Consumer Commission.  
 
Recommendation 12: Clarify that the ‘reasonably practicable’ obligations under the Duty of Care 
(section 25H) apply to online services, not to individual children. 
 
Concerns are emerging in civil society that ‘a person’ in section 25H may be taken to mean a child end-user. 
We believe 25H(c)(i-ii) should refer to what an online service provider knows or ought reasonably to know about 
risk and harm – not what a child end-user knows or ought reasonably to know. 
 
We would be delighted to discuss any of these matters further with you.  
 
Please contact: 
 
Sarah Davies AM, CEO, sarah.davies@amf.org.au    
Ariana Kurzeme, Director, Policy & Prevention, ariana.kurzeme@amf.org.au  
Dr Jessie Mitchell, Manager, Advocacy, jessie.mitchell@amf.org.au  

https://publications.aap.org/pediatrics/article/146/1/e20201681/37013/Digital-Advertising-to-Children?autologincheck=redirected
https://www.ftc.gov/system/files/ftc_gov/pdf/p214505kidsadvertisingstaffperspective092023.pdf
https://preventioncentre.org.au/resources/digitalyouth-pilot-study-how-children-are-targeted-online/
https://apo.org.au/node/330984
https://www.accc.gov.au/about-us/publications/serial-publications/digital-platform-services-inquiry-2020-25-reports/digital-platform-services-inquiry-final-report-march-2025
mailto:sarah.davies@amf.org.au
mailto:ariana.kurzeme@amf.org.au
mailto:jessie.mitchell@amf.org.au

