
 

 
 

 
 

The Digital Duty of Care:  
Applying the Best Interests of the 
Child Principle  
 

Position paper  
 
Alannah & Madeline Foundation  
 
August 2026  



 
 

2 

 

 
 

Contents  
 

Purpose  .................................................................................................................................................................. 3 

About us  ................................................................................................................................................................. 3 

Core proposition  ................................................................................................................................................. 4 

Why the principle must be tangible  ............................................................................................................. 4 

What tangible application should require of services  ........................................................................... 4 

Children and young people’s voices: what they are telling us  .......................................................... 5 

Translating children’s experience into regulatory obligations  .......................................................... 5 

Platform examples  ............................................................................................................................................. 8 

TikTok and short - form video services  ........................................................................................................ 8 

Roblox and gaming environments  ............................................................................................................... 8 

Snapchat and communications platforms ................................................................................................ 8 

Application to AI services  ................................................................................................................................. 9 

Recommended focus  ....................................................................................................................................... 9 

 
 
 
 
 

  



 
 

3 

 

 
Purpose  
 
The Alannah & Madeline Foundation (the Foundation) has developed this paper to provide offer a practical 
framework for how the best interests of the child principle should operate within Australia’s promised Digital 
Duty of Care.  
 
It focuses on what online services should be required to do in tangible, measurable and enforceable ways, 
and how the lived experience and voice of children and young people must shape those obligations.  
 
The Foundation welcomed the news that there were no planned carve - outs or exceptions to the application 
of the best interest principle under the Digital Duty of Care, meaning that it will be a requirement for all 
digital services, including all AI systems,  not just those that are designed for or likely to be accessed by 
children and young people.  
 
In line with the best interests of the child principle, this paper was shaped by direct insights from  children 
and young people themselves.  
 

About us  
 
The Alannah & Madeline Foundation was established in the aftermath of the Port Arthur tragedy by Walter 
Mikac  AM in memory of his two young daughters, Alannah and Madeline. Today, our vision is that all 
children and young people are safe, strong and heard.  
 
Over nearly three decades, our work has grown and evolved, but our purpose remains constant: to 
champion and strengthen the rights of children and young people to be safe wherever they live, learn and 
play.  
 
Our work focuses on several connected areas.  
 
Healing and recovery  
Reflecting our origins, we support children and young people experiencing trauma through integrated 
therapeutic and practical supports, while also strengthening the capacity of parents, carers, educators and 
communities to respond. This includes specialist  trauma recovery and therapy services, as well as work with 
early childhood settings, kindergartens and primary schools to build trauma - informed capability and 
practice.  
 
Online safety  
We support children and young people to have safe, inclusive and empowering digital experiences. Through 
eSmart, the Foundation works with schools, educators, families and communities across Australia to build 
the knowledge, skills and confidence children need to participate safely, responsibly and positively online. 
This work includes helping children and young people to develop digital and media literacy, while also 
working with families, educators, communities and governments to protect children’s digita l rights.  
 
Bullying prevention  
In 2018, we partnered with Kate and Tick Everett to establish Dolly’s Dream, following the tragic suicide of 
their daughter Dolly. Through Dolly’s Dream, we work to prevent bullying and respond to its impacts by 
supporting children, young people, families,  schools and communities with a particular focus on rural, 
regional and remote Australia. Its programs and services are tailored to the needs and contexts of those 
communities  
 
Children’s rights, advocacy and systems change  
As a rights - based organisation, we work to transform the systems that shape children’s safety and wellbeing. 
Since our inception, we have advocated for stronger firearms safety and continue to convene the Australian 
Gun Safety Alliance. We also advocate to  ensure children’s rights are upheld in digital environments and that 



 
 

4 

 

trauma - informed approaches are embedded across the systems that support children, young people, 
families and educators. This includes engagement with government, regulators and sector partners.  
 
Across all of this work, we are guided by the voices of children and young people, by evidence and lived 
experience, and by a commitment to being trauma - informed, inclusive and strengths - based in everything 
we do.  
 

Core proposition  
 
The best interests of the child must be more than a “do no harm” test. A Digital Duty of Care should require 
services to take active, positive and proportionate steps to design, operate and govern digital environments 
in ways that support children’s safety , healthy cognitive and physical development, privacy, dignity, agency, 
participation and wellbeing.  
 
The central regulatory question should not only be: “does this feature harm children?” It should also be: 
“does this feature serve children well, respect their rights and contribute positively to their lives?”  
 

Why the principle must be tangible  
 
Children are not a single, uniform user group. Their cognitive abilities, social and emotional needs, impulse 
control, risk assessment and capacity to understand commercial or persuasive design change significantly 
across childhood and adolescence.  
 
A service that treats a young child, a pre - teen, an adolescent and an adult in the same way fails to reflect 
children’s developmental realities. Nor is the best interests principle being applied where services explicitly 
or deliberately exploit differences  between child and adult cognitive abilities and judgement.  This includes 
design choices that take advantage of children’s developing capacity to:  
 

• control impulses;  

• assess risk;  

• recognise persuasive or commercial design;  

• resist algorithmic amplification; or  

• disengage from features designed to prolong use.  
 
A best interests approach therefore requires services to demonstrate that their core design choices, business 
incentives, data practices and governance arrangements are shaped around children’s needs and rights. It is 
not enough to add reporting tools or w arnings after harm occurs. Nor is it acceptable to push all 
responsibility for avoiding harm onto parents and carers (many of whom are overwhelmed and have limited 
digital literacy) by making parental controls the primary line of defence. Children’s safety  and wellbeing 
should be protected by design and by default.  
 

What tangible application should require of services  
 
To apply the best interests principle in practice, services should be required to redesign their features, 
defaults, governance and business metrics so that children’s wellbeing is protected before harm occurs. This 
should include the following obligations . 
 

• Conduct child rights, safety and wellbeing impact assessments before launching new products, 
features, algorithms or AI systems, and repeat those assessments when products materially change.  

• Assess recommender systems, autoplay, infinite scroll, streaks, push notifications and late - night 
engagement prompts against child wellbeing outcomes, not only watch time, retention or 
engagement.  

• Replace compulsive design features with age - appropriate friction, natural stopping points, pause 
prompts, session summaries and options for children to reset or shape recommendations.  
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• Make privacy, safety and wellbeing settings protective by default, including private accounts, limited 
discoverability, restricted contact from unknown adults, minimal data collection and location 
sharing turned off unless clearly justified.  

• Prohibit targeting children based on inferred emotions, vulnerabilities, behaviour or profiling, and 
limit manipulative advertising, commercial nudges, scarcity tactics and confusing virtual currency 
practices.  

• Provide age - appropriate explanations, reporting tools, complaints pathways, appeal mechanisms, 
content removal options and fast, trauma - informed responses when harm occurs.  

• Embed children’s best interests into governance, including board - level responsibility, senior 
executive accountability, independent audit, adequate resourcing for moderation and redress, and 
transparent public reporting on child safety risks and outcomes.  

• Involve children and young people from diverse backgrounds meaningfully and ethically in product 
design, safety testing, policy development and evaluation, with evidence that their feedback results 
in visible changes.  

 

Children and young people’s voices: what they are telling us  
 
Through the Foundation’s engagement with children and young people, TikTok, Roblox and Snapchat are 
identified as among the most used and most unsafe services. Their concerns are not limited to harmful 
content. Children identify risks in the architecture o f services: feeds, recommendations, unknown contact, 
maps, chat, spending prompts, scams, AI - generated content, reporting pathways and the difficulty of finding 
or maintaining safe settings.  
 
Children’s comments show that they understand platform responsibility in some ways. For example, when 
facilitated to reflect on the issues, children have described recommender systems as something controlled 
by platform leaders, questioned why one liked vi deo can trigger endless similar content, asked for contact 
with unknown users to be restricted, requested location features to be removed or made safer, challenged 
unnecessary data collection, and asked for AI - generated content to be clearly labelled.  
 

Translating children’s experience into regulatory obligations  
 

Child quote or 
example  

Risk or issue identified  Regulatory obligation and link to the best 
interests principle   

“Who’s problem is it: 
It is the CEO 
because he is 
controlling the 
video’s that is 
coming.”  [sic]  

Children recognise that 
recommender systems and 
feeds are controlled by 
platforms, not only by 
individual user choice.  

Require board and senior executive accountability 
for child safety, wellbeing and rights outcomes, 
including clear responsibility for recommender 
systems, engagement features and algorithmic 
design. This gives effect to the best interests 
principle by ensu ring children’s rights and 
wellbeing are embedded in core governance and 
business decisions, not treated as secondary 
compliance risks.   

“If a person likes one 
silly video please 
don’t keep giving 
them more silly 
videos…”  

Algorithmic amplification 
and recommendation loops 
can narrow children’s 
content exposure and 
undermine agency.  

Require child rights and wellbeing impact 
assessments for recommender systems, autoplay, 
infinite scroll and personalised feeds, with limits on 
designs that optimise only for engagement or 
retention. This supports children’s best interests by 
requiring pla tforms to test whether design choices 
promote agency, healthy development and 
diverse content exposure, rather than narrowing 
children’s choices or prolonging use for 
commercial benefit.   

“Roblox –  chat to 
people you know 

Children want known -
contact settings and 

Require child accounts to default to limited 
discoverability, restricted contact from unknown 
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and swears equal 
ban.” 

effective moderation of 
harmful conduct.  

users, age - appropriate chat controls and effective 
moderation of bullying, abuse and offensive 
language. This reflects the best interests principle 
by placing protection and respectful participation 
into the service by default, rather than relying on 
child ren to manage contact risks themselves.   

“I think it’s unfair 
what on WhatsApp 
random stranger’s 
can add you and talk 
to you.”  [sic] 

Unwanted contact from 
unknown users is a 
foreseeable safety risk.  

Require platforms to prevent unsolicited contact 
by default for children, including restrictions on 
direct messaging, calls, friend requests, voice chat 
and contact discovery from unknown adults or 
users. This advances children’s best interests by 
prioriti sing safety, privacy and dignity before 
contact occurs, instead of placing the burden on 
children to block or report unwanted approaches 
after the fact.   

“Snapchat –  remove 
the map feature, 
verify you are adding 
people you know.”  

Location - sharing and weak 
contact verification can 
expose children to privacy 
and safety risks.  

Require location sharing to be off by default for 
children, prohibit unnecessary location tracking, 
and require stronger safeguards before children 
can share location or connect with unknown 
users. This gives practical effect to the best 
interests principl e by protecting children’s privacy, 
physical safety and autonomy unless there is a 
clear, justified and child - centred reason to do 
otherwise.   

“Why we gotta share 
that info?”  

Children question 
unnecessary collection of 
personal information.  

Require data minimisation, privacy by default, 
child - friendly explanations and a prohibition on 
requiring unnecessary personal data as a condition 
of access to play, learn or communicate. This 
reflects children’s best interests by ensuring 
participation is  not made conditional on excessive 
data collection and by respecting children’s 
privacy, dignity and capacity to understand how 
their information is used.   

“I don’t think they 
should collect their 
phone number 
because calling 
them is not OK…”  

Children identify contact 
details as information  with 
contact risks attached, to be 
handled with care . 

Require platforms to justify any collection of 
children’s contact details, prohibit collection 
where not necessary, and ensure children are not 
exposed to contact risks because of data 
collection practices. This supports the best 
interests principle by tre ating contact information 
as sensitive, reducing avoidable risk and requiring 
data practices to benefit the child rather than the 
service.   

“Temu –  wouldn’t let 
you buy anything 
with your mum’s 
credit card.”  

Children recognise risks 
around unauthorised 
purchases and commercial 
exploitation.  

Require strong purchase controls for child users, 
parental approval for spending, clear cost 
disclosures, limits on manipulative purchase 
prompts and safeguards against unauthorised or 
accidental payments. This applies the best 
interests principle by prote cting children from 
commercial pressure and financial harm, and by 
ensuring monetisation practices are fair, 
transparent and age - appropriate.   

“My friend had 
enough Robux, but it 
made him use real 
money.”  

Virtual currencies and in -
game economies can 
confuse children and 

Require age - appropriate design of virtual 
currencies, transparent pricing, restrictions on 
scarcity tactics and spend prompts, and 
assessment of whether monetisation systems are 
in children’s best interests. This gives effect to the 
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pressure them to spend real 
money.  

principle by ensuring children are not nudged, 
confused or pressured into spending, and that 
commercial design does not exploit 
developmental vulnerabilities.   

“I almost got 
scammed once… I 
was gonna click on a 
link because it said, 
get free Robux.”  

Children are vulnerable to 
scams, phishing and 
deceptive offers within or 
around online services.  

Require platforms to detect and disrupt scams 
targeting children, remove deceptive offers, 
provide child - friendly warnings, and design 
reporting pathways for scams that are easy to find 
and use. This supports children’s best interests by 
recognising that c hildren should not be expected 
to identify deception alone and that services must 
actively prevent foreseeable exploitation.   

“Like if I get a text 
from someone 
where I haven't 
added them, it'll be 
like, report, block, 
sender.” 

Children need reporting 
and blocking tools at the 
point of risk.  

Require child - friendly, visible and effective 
reporting, blocking, muting and escalation tools, 
with timely action, feedback to the child and 
evidence that these systems reduce harm. This 
reflects the best interests principle by giving 
children meaningful agency, remedy and support 
when something goes wrong, while still requiring 
platforms to learn from reports and prevent repeat 
harm.   

“Kids Helpline –  
getting an answer 
from a specialised 
adult.” 

Children value trusted 
support and expert help 
when things go wrong 
online.  

Require platforms to provide age - appropriate help 
pathways, crisis escalation, referral to trusted 
support services and trauma - informed responses 
where children report distress, abuse or serious 
risk. This advances children’s best interests by 
ensuring sup port is timely, safe, expert and child -
centred, especially when children may not be able 
to resolve harm alone.   

“Settings –  break 
time, but they 
shouldn’t let you 
cancel the break…”  

Children want wellbeing 
settings that are durable 
and not easily overridden.  

Require age - appropriate wellbeing defaults, time -
use tools, natural stopping points and friction for 
excessive use, including limits on features that 
encourage compulsive or late - night engagement. 
This gives effect to the best interests principle by 
design ing services to support children’s sleep, 
concentration, development and self - regulation, 
rather than rewarding extended or compulsive 
use.   

“Parents don’t know.”  

“they hide from their 
parents.” 

Parents and carers cannot 
reliably see or manage all 
online risks.  

Require platforms not to shift responsibility onto 
parents alone; services must reduce foreseeable 
risks by default while providing parents with clear, 
usable and trustworthy controls. This reflects the 
best interests principle by recognising that 
children ’s safety should be built into the service 
itself, with parent and carer tools supporting 
protection rather than substituting for platform 
responsibility.   

Facilitators observed 
that different 
platforms require 
different steps to 
choose high safety 
settings.  

Settings are inconsistent, 
difficult to understand and 
hard for families to 
maintain.  

Require safety, privacy and parental controls to be 
simple, consistent, prominent, tested with children 
and families, and protective by default rather than 
optional or buried in menus. This supports 
children’s best interests by making protective 
settings a ccessible and effective in practice, not 
merely available in theory.   

“notification to 
parents if a child 

Children want parent 
involvement at key 

Require proportionate parental notification or 
approval mechanisms for higher - risk actions, 
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wants to add a new 
friend to a chat 
service.”  

moments of risk, especially 
new contacts.  

including adding unknown contacts, enabling 
location sharing, activating voice chat or making 
purchases. This applies the best interests principle 
by introducing support from trusted adults at 
moments of heightened risk while preserving 
children’s particip ation and agency where 
appropriate.   

“It should just say 
either AI generated 
or made by human.”  

Children want transparency 
about synthetic or AI -
generated content.  

Require clear, child - friendly labelling of AI -
generated content, synthetic media and 
automated interactions, including safeguards 
against deception, impersonation and 
manipulation. This advances children’s best 
interests by helping children understand what  they 
are seeing and who or what they are interacting 
with, protecting their dignity, agency and trust.   

Students proposed 
apps and games that 
do not require 
personal data to 
play.  

Access to digital 
participation can be 
conditioned on 
unnecessary data 
collection.  

Require services likely to be accessed by children 
to provide privacy - preserving modes, avoid data -
for- access models and demonstrate that any child 
data collected is necessary and beneficial to the 
child. This gives effect to the best interests 
principle b y ensuring children can participate, play 
and learn without surrendering unnecessary 
personal information or being treated primarily as 
data sources.   

 

Platform examples  
 

TikTok and short - form video services  
 
A short - form video service that keeps children scrolling late into the night illustrates how the best interests 
principle can fail in practice. The concern is not only that harmful content may appear. It is that the service 
architecture may be designed aro und retention, speed, personalisation and commercial exposure in ways 
that foreseeably undermine children’s sleep, attention, agency and wellbeing.  
 
A best - interests approach would require the service to redesign the feed around child wellbeing outcomes, 
provide meaningful stopping points, reduce late - night prompts, limit harmful or age - inappropriate content, 
prevent manipulative advertising and give c hildren meaningful control over recommendations.  
 

Roblox and gaming environments  
 
Children’s concerns about Roblox focus on chat, contact from unknown users, scams, virtual currency, 
spending pressure, facial age verification, voice chat, and in some cases less parental supervision due to a 
perception among some parents that games are l ower - risk than social media.  
 
A best - interests approach would require protective defaults, strong moderation, restrictions on unknown 
adult contact, safeguards against grooming and scams, clear limits on exploitative monetisation, and careful 
assessment of voice features, including the  risk that adults may use voice alteration to sound younger or 
children may use it to bypass age protections.  
 

Snapchat and communications platforms  
 
Children identify risks in features such as disappearing messages, streaks, Snap Map, friend suggestions, 
filters, advertising systems and AI tools. A best - interests approach would require location sharing to be off by 
default, unknown contact restricted, streaks and engagement pressure assessed against wellbeing, image -
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based abuse and sextortion risks actively mitigated, and AI features tested for child - specific harms before 
release.  
 

Application to AI services  
 
The Digital Duty of Care should apply across all AI platforms, systems, apps, games and experiences that 
children are likely to access or be affected by. This includes generative AI tools, companion AI, AI assistants, 
model distribution platforms, plug - ins  and general - purpose AI systems embedded into search, social media, 
education, gaming or productivity services.  
 
In relation to AI, harm can arise not only from outputs, but from the interaction pattern, relationship design, 
personalisation, memory, voice or image generation, and system behaviour itself.  
 
A best - interests approach should require providers to anticipate foreseeable child - specific risks before 
release, test for harmful prompts and misuse, prohibit sexualised, coercive, grooming - like or dependency -
forming interactions, limit persistent memory for children, label AI - generated content clearly, provide child -
friendly explanations, and build escalation pathways where a child discloses distress, abuse or serious risk.  
Voice alteration and voice - cloning features should be treated as a specific child safety risk within the Digital 
Duty of Care. These tools can enable adults to sound younger to contact, groom or manipulate children, 
and can also enable children to sound ol der enabling them to bypass age - gating, access inappropriate 
spaces or avoid safety controls.  
 
A best - interests approach would require services to assess these risks before deployment, restrict or disable 
high - risk voice manipulation features for child users, prevent their use to misrepresent age or identity, clearly 
label synthetic or altered voice s, and monitor for misuse in chat, gaming, livestreaming, companion AI and 
social platforms.  
 

Recommended focus  
 
We encourage an approach by legislators which ensures the Digital Duty of Care gives practical effect to the 
best interests principle by requiring services to demonstrate, with evidence, that children’s rights and 
wellbeing shape their design, governance a nd commercial decisions. The framework should avoid relying 
too heavily on a narrow “serious harm” threshold. Many online harms experienced by children are 
cumulative, layered and developmental, affecting wellbeing, dignity, agency and development over tim e 
even where no single incident appears extreme.  
 
The framework should distinguish between risks, harms and serious harms, and require earlier - stage 
prevention, mitigation and accountability. It should also align with the Children’s Online Privacy Code, 
particularly around privacy by default, data minimis ation, geolocation, profiling, nudge techniques and the 
best interests of the child as a central decision - making test.  
 
A Digital Duty of Care will only give meaningful effect to the best interests of the child if it changes how 
services are built and governed. The test should be whether a service can show, with evidence, that it has 
taken reasonable, proactive and proporti onate steps to prevent foreseeable harm and to support children’s 
safety, healthy development, privacy, dignity, agency, participation and wellbeing. If the answer is no, the 
service has not met the duty.  
 
For more information, contact Jessie Mitchell, Advocacy Manager, jessie.mitchell@amf.org.au   
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